
6 public cloud 
myths busted



1. Data security

Cloud computing has become firmly entrenched in mainstream IT. With digital 
transformation taking hold across all industries, organisations are turning to the cloud 
to give them the flexibility and scalability to rapidly pivot and adjust to new market 
demands and pressures. 

As organisations accelerated digital transformation initiatives in response to the 
COVID-19 pandemic, spending on public cloud by businesses has rocketed and analyst 
Gartner predicts that global spending on public cloud services will grow 23.1% in 2021 
to $332.3 billion. 

In the report, Sid Nag, research VP at Gartner, said the pandemic has removed any 
reluctance to move mission-critical workloads from on-premises to the cloud. 
“Emerging technologies such as containerisation, virtualisation and edge computing 
are becoming more mainstream and driving additional cloud spending. Simply put, the 
pandemic served as a multiplier for CIOs’ interest in the cloud.”

Yet there are some common fears and misconceptions about public cloud that still 
remain. In this whitepaper we bust some of those myths to show why public cloud 
is a viable, secure and cost-effective option to scale quickly and drive growth for 
many startups. 

Data leaks, compromised credentials, broken authentication, hacked interfaces and 
APIs have all been the source of massive security breaches over the past few years. 
Weekly reports of cyberattacks and breaches don’t help to alleviate security concerns 
about cloud computing. 

This leads many organisations and startups to believe their data isn’t safe in the public 
cloud. A survey of almost 2,000 IT and security professionals by the Cloud Security 
Alliance in its State of Cloud Security Concerns, Challenges and Incidents report found 
the top concern was sensitive data leakage.

However, the reality is that the security standards of public clouds are at least as secure 
if not more than on-premises or private cloud environments. Public cloud providers 
invest huge amounts in data protection and cybersecurity, they have more security 
expertise and they have greater resilience than most organisations could ever hope to 
implement themselves. If there is a security risk it is more likely to be around 
misconfiguration of services rather than any inherent weakness of public cloud itself. 



2. DDoS attacks 
Distributed denial of service (DDoS) attacks remain a major concern for all digital 
companies. Attackers have become increasingly sophisticated in their methods and 
with new technologies, such as the Internet of Things (IoT), come new threats. 

A DDoS attack overloads a web server and, if successful, renders a website inaccessible 
for hours, or even days. This can cause a loss of revenue and customer trust. Anti-DDoS 
protection is therefore no longer just a nice-to-have feature; it’s a core security system. 
However, on- premises protection will never match the capacity of industry-leading 
systems used by public cloud providers to mitigate DDoS attacks. 

“Being a cloud service provider, we receive and mitigate more than 2,000 DDoS attacks 
each day. Our anti-DDoS system protects all customers by default. There is a very 
simple reason behind this: a DDoS attack, if not mitigated, can result in collateral 
damage. It means that not only does the target experience the attack, but all 
neighbouring servers in the rack also will. The VAC (a combination of technologies 
developed by OVHcloud to mitigate DDoS attacks) only activates when an attack is 
detected. However, for customers with specific security needs, we provide constant 
traffic filtering; in other words, a permanent activation of the VAC” 
Jakub Słociński, Network Innovation Manager at OVHcloud



3. Physical security and redundancy 
Most organisations don’t have the same physical security features offered by public 
cloud datacentres. A reputable datacentre will be a fortress, with strictly monitored 
access and barbed-wire fencing. Video surveillance and motion detection systems will 
be in continuous operation, as will fire detection and extinguishing systems. 

Today, constant accessibility, high availability, and resilience are key elements for 
many IT services. Achieving the same level of redundancy for an in-house private cloud 
would be an ambitious task. Double electrical power supplies, power generators, UPS 
devices and redundant network links all add up to high maintenance costs, not to 
mention requiring a high level of in-house expertise. 

4. Compliance
The PCI DSS standard lists more than 250 controls and security features that need to be 
set up to process payment card data securely. Maintaining compliance should always 
be at the forefront of planning, particularly when multiple types of regulated data are 
in play, such as payment card data, sensitive business intelligence and customer data. 

Done on-premises or in a private cloud it’s a time-consuming and expensive process, 
often requiring an organisation to employ an IT expert that’s familiar with these 
regulations. In addition, the IT team will need to continuously monitor systems, devel-
op clear security incident procedures, and use data encryption to ensure that compli-
ance requirements are constantly met. 

All this expertise, standards and processes are built into public cloud services and 
infrastructure, making regulatory compliance easier for startups.

5. Performance issues 
Performance is a well-known issue in dynamic virtualised environments. It’s difficult to 
predict how changes at the infrastructure level will affect application performance, as 
even a simple software update can unbalance a closed ecosystem. 

But this needn’t be a barrier to public cloud adoption. To make sure you get the most 
out of your infrastructure, it’s therefore crucial that you put a continuous process to 
validate the cloud’s performance in place. For every new deployment and core change, 
you need to have a realistic performance test, preferably an automated one that can 
expose issues at an early stage. Having such a process in place protects your 
company from unnecessary costs, and allows you to keep close control over the 
price/performance ratio. 



6. Overspending 
Many companies overspent on cloud as they scrambled to adapt to new ways of 
working during the pandemic. Companies rushed into cloud investments without 
conducting their usual due-diligence processes, which led many to miss some of the 
price pitfalls in vendor pricing models. 

Small businesses have been particularly hard hit by this cloud overspend. According to 
the Flexera 2021 State of the Cloud Report, just over a third (34%) of small and 
medium-sized businesses (SMBs) admitted they spent “significantly higher” than 
expected on the cloud.

Another study of 750 IT professionals by Pepperdata found that cloud spend in 2020 
was between 20% and 40% overbudget, with unplanned cloud adoptions, problems 
integrating following a merger and data egress charges often the biggest causes of this 
overspend.

But these public cloud cost and capacity overspending issues can be reduced with the 
right preparation and technical expertise. Organisations need to take into account 
issues such as how the quantity, direction and speed of data flows can affect cloud 
bills, as well as data ingress and egress charges, storage capacity and operations 
performed on the data. Hybrid cloud is another way to optimise on-premises and 
public and private cloud use to mitigate against overspending and other business and 
regulatory risks.

OVHcloud is a leading European cloud hyperscaler and has been a cloud and infrastructure provider for 
more than 20 years, with 1.6 million customers worldwide served by 32 global water-cooled datacentres. 
As a founding member of GAIA-X, OVHcloud is at the centre of helping to build a secure, autonomous and 
open digital infrastructure in Europe and beyond. The global OVHcloud Startup Program has been 
running since 2015 and has received 7,000 applications of which more than 2,000 have been assisted 
with cloud credits and solution architecture support. The Startup Program provides tech startups with 
€10,000 of cloud hosting credits and up to €100,000 for scale-ups, enabling them to facilitate exponential 
and international growth. Key to this growth is a product offering that is built on open standards, 
providing interoperability and technology freedom. We have designed the Startup Program with a 
personal approach that means when you need to find answers to technology problems quickly, we will 
personally direct you to the help you need.
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